
Internet

Internet Service Provider (ISP) 
Broadband Connection

ISP Provided DSL/Cable/T1 modem
(e.g. Netopia, Flowpoint, 2wire)

Firewall has a Public Static 
WAN-side Internet Address

(e.g. 64.81.251.2)

Dedicated Hardware Firewall/Switch
(e.g. Cisco, Checkpoint, Sonicwall)

Firewall has a Private Static LAN-side 
IP Address (e.g. 192.168.0.1)

TCP traffic on incoming ports
11189 and 11191 is restricted by source IP 

address and forwarded to acPMS 
Application Server.  All other ports are 

blocked to incoming traffic.
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• Local Area Network (LAN) hotel computers have private static LAN-side IP addresses
• acPMS  stations must be Microsoft® Windows 10 Pro
• acPMS application server can be Microsoft® Windows 10 Pro or Server 2019.

For complete acPMS System Specifications refer to the 

acPMS PA-DSS Implementation Guide found at 

www.myautoclerk.com

AutoClerk® is a registered trademark of AutoClerk, Inc.; Microsoft® and Windows® are registered trademarks of Microsoft Corporation
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